Fraudulent AKO Sites

OCTOBER 26, 2016

The 7th SIG CMD has identified two fraudulent websites masquerading as the official Army Knowledge
Online (AKO) website. The purpose of these fraudulent sites is to obtain the Common Access Card (CAC)
login credentials of US personnel. The sites are akoarmymil[dot]Jcom and akousarmy[dot]com.

DO NOT access these sites for any reason. Both sites look and act like AKO, but steal login data and
attempt to harvest personal information. Accessing these sites could potentially give bad actors access
to your personal AKO accounts among other resources. Also, remember NOT to open URLs or hyperlinks
sent via email or other methods without validating that you recognize the site/URL and that the email is
digitally signed by the sender.

MITIGATION:
The AKO website is located at https://www.us.army.mil/; save this link to your bookmarks/favorites and
refrain from using external links to access AKO.

If you have any questions/concerns, the AKO Help Desk can be contacted via the Army Enterprise
Service Desk (AESD) at 1-866-335-ARMY (1-866-335-2769).
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