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MEMORANDUM FOR SEE DISTRIBUTION

SUBJECT: Fort George G. Meade Policy #84, Authorization to Conduct Required Wireless
Assessment Scans

1. References:
a. DISA STIG, Network Policy — Version 8, Release 6, dated 29 April 2011.

b. Army Best Business Practice (BBP), Wireless Security Standards (09-EC-M-
0010) Version 4, dated 26 June 2013.

c. Army Regulation 25-2, RAR, dated 23 March 2009.

d. 7% Signal Command (Theater) (7t SC (T)) OPORD 11-168, Wireless Network
Discovery Scans Using Flying Squirrel, dated 01 June 2011.

2. Background. Based on the references a through c above, the Fort George G. Meade
NEC is required to conduct, at a minimum, monthly wireless assessment scans of Fort
George G. Meade to detect possible unauthorized “rogue” Wireless Local Area Networks
(WLANSs) and devices. These scans will be used in conjunction with existing Wireless
Intrusion Detection Systems (WIDS) already deployed on Fort George G. Meade.

3. Requirements.

a. All personnel who will be conducting scans using the Flying Squirrel application
will be authorized and certified by completing the Flying Squirrel training course on the U.S.
Army Information Assurance Virtual Training website. IA training website is located at
https://iatraining.us.army.mil.

b. Personnel conducting wireless scans must have an appointment letter signed by the
Fort George G. Meade Garrison Commander. A list of authorized personnel will be
provided to the Fort George G. Meade security office once a year, when changes occur or
upon request.

c. A copy of this authorization letter will be provided to the security office prior to
conducting wireless network discovery scans.
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d. A brief description of the government vehicle(s) to be used and license plate
numbers will be provided to the security office.

e. Personnel will only conduct scans while on Fort George G. Meade. At no time will an
active scan be conducted or directed off the installation.

f. Personnel conducting wireless scans will adhere to the Flying Squirrel Scanning User
Agreement, DoD, and Army security requirements.

4. The proponent for this policy is the Network Enterprise Center (NEC) point of contact,
Shaun Cronk at (301) 677-1522, shaun.a.cronk.civ@mail.mil.

BRIAN
Colonel, Signal Corps
Commanding
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